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Abstract: The increasing complexity and interconnectedness of digital technologies have 

transformed information security from a predominantly technical challenge into a broader 

socio-technical risk problem. Human behaviour, risk perception, trust, organisational 

conditions, and decision-making increasingly influence whether technological 

vulnerabilities translate into actual security consequences. This study systematically reviews 

recent research on the human dimensions of information security and technological risk, with 

particular attention to the relationships between technological vulnerabilities, perceived 

risk, trust, security-related decision-making, and behaviour. The review focuses on studies 

published between 2020 and 2026 and covers diverse technological contexts, including 

conventional information systems, mobile technologies, IoT, BYOD environments, 

autonomous systems, and critical infrastructures. The literature is synthesised into five 

interconnected themes: human factors and security behaviour; risk perception and security-

related decision-making; trust and organisational security; technological risk, failure, and 

reliability; and cybersecurity challenges in critical infrastructures and emerging 

technologies. Based on this synthesis, the study proposes an Integrated Human-Centred 

Cybersecurity Risk Framework linking technological and contextual conditions to risk 

perception, trust and perceived control, security-related decisions, behaviour, and 

subsequent security and resilience outcomes. The review highlights the need for closer 

integration between technical risk assessment and behavioural and organisational 

approaches to information security. 

Keywords: cybersecurity; human factors; technological risk; risk perception; trust; security 

behaviour 

1 Introduction 

The growing interconnectedness of digital technologies has transformed 

information security from a predominantly technical challenge into a socio-

technical problem in which technological, behavioural, and organisational factors 
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interact [1], [2]. This is particularly evident in IoT and other complex digital 

environments, where technical safeguards cannot eliminate vulnerabilities 

associated with human behaviour [3]. Human factors can increase vulnerability 

through inadequate awareness or unsafe practices, but knowledge, appropriate 

decision-making, and supportive organisational conditions can also strengthen 

security and resilience [4]. A central challenge is the distinction between objective 

technological risk and subjective risk perception. Technical vulnerabilities and 

failures can be identified through engineering-oriented risk and reliability methods 

[5], but users’ responses depend on how these risks are perceived and evaluated. 

Risk perception, trust, perceived control, and security-related decision-making 

therefore provide important mechanisms through which technological conditions 

are translated into actual security behaviour [6]. Despite increasing recognition of 

these relationships, the literature remains fragmented across technological and 

disciplinary contexts. Human-centred cybersecurity and organisational security are 

often examined separately from technological reliability, while risk perception and 

trust are conceptualised differently across conventional information systems, 

autonomous technologies, and critical infrastructures [7]. What remains 

insufficiently integrated is the process through which objective technological 

conditions, subjective risk appraisal, trust, and organisational factors jointly shape 

security-related decisions and outcomes across different technological contexts. To 

address this gap, this study systematically reviews 47 publications published 

between 2020 and 2026 on the human dimensions of information security and 

technological risk. It examines the relationships among technological vulnerability, 

risk perception, trust, perceived control, and security-related decision-making 

across different technological contexts. The review aims to identify recurring 

patterns, integrate technical and behavioural perspectives, reveal research gaps, and 

develop an Integrated Human-Centred Cybersecurity Risk Framework. 

2 Conceptual Background 

2.1 From Technological Vulnerability to Human-Centred 

Cybersecurity 

Building on the socio-technical perspective, human-centred cybersecurity research 

emphasises users’ cognitive characteristics, motivations, work practices, and 

organisational contexts [1], [2]. This is evident in IoT and healthcare environments, 

where human behaviour, awareness, organisational practices, and exposure to 

social-engineering threats remain important despite technical safeguards [3], [4]. 

Organisational and information-security cultures further influence employee 

compliance and security behaviour [8]. Human factors, however, are not 
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exclusively sources of vulnerability. Knowledge, awareness, effective decision-

making, and supportive organisational conditions can strengthen security and 

resilience, reinforcing the view that human capabilities can also enhance 

cybersecurity [9]. Earlier research focusing on Generation Y similarly highlighted 

the relevance of user awareness and attitudes in information security, indicating that 

the human dimension of cybersecurity had already emerged as an important concern 

before the period covered by the systematic corpus [45].  BYOD environments 

illustrate this dual role particularly clearly: employee autonomy introduces security 

and governance challenges, while policy compliance and organisational responses 

require attention to both behavioural and managerial factors [10], [11]. Human 

factors should therefore be considered integral components of cybersecurity rather 

than external sources of error. 

2.2 Risk Perception, Decision-Making, and Security Behaviour 

Objective technological vulnerability does not automatically produce risky 

behaviour. Security responses depend on how users interpret threats through 

knowledge, perceived vulnerability, expected consequences, self-efficacy, and 

individual risk tendencies. Cybersecurity knowledge and personal characteristics 

are associated with security practices [12], while passive risk tendencies 

demonstrate that insecure outcomes may result from inaction rather than deliberate 

risk-taking [13]. Perceived vulnerability [14] and broader cognitive and 

motivational mechanisms [15] further influence whether technological threats lead 

to protective behaviour. Information-security policy compliance is likewise shaped 

by interacting motivational, self-regulatory, and deterrence mechanisms [16]. 

Password security illustrates this distinction between objective and perceived risk. 

Users balance technical recommendations against convenience, cognitive effort, 

and perceived benefits [17]. Memory anxiety can affect password behaviour [18], 

while adaptive and maladaptive mechanisms influence password-manager adoption 

[19]. Recent evidence also questions whether unique passwords necessarily impose 

greater memorability costs than reused or modified passwords [20]. Security 

behaviour should therefore be understood as the outcome of a decision process in 

which objective technological risks are interpreted before being translated into 

protective action, risky behaviour, or inaction. 

2.3 Trust, Reliability, and Emerging Technological Contexts 

Trust is another central mechanism linking technological risk with behaviour. 

Because users cannot fully evaluate the internal operation and vulnerabilities of 

complex digital systems, some degree of reliance is unavoidable. However, 

excessive trust may increase inappropriate reliance; cybersecurity therefore requires 

calibrated trust rather than simply greater trust. This relationship is particularly 

visible in connected and autonomous technologies. Trust and perceived risk 
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influence autonomous-vehicle adoption [21], cybersecurity attacks can reduce trust 

in automated operation [22], and cyber readiness and system responses affect both 

trust and blame attribution [23]. Trust also operates at the organisational level, 

where interpersonal and institutional relationships can influence safety and security 

[24]. In critical infrastructures, these human factors become particularly important 

because failures may affect organisational continuity and broader societal functions 

[25], [26]. Similar socio-technical interactions occur in BYOD environments, where 

organisational policies, device ownership, user preferences, and security behaviour 

interact [27], [28], encouraging more integrated security-management approaches 

[29]. Emerging technologies extend these challenges: quantum computing may 

threaten established encryption mechanisms [30], while AI-supported environments 

raise new questions concerning security governance and trust calibration [31]. 

Across these contexts, a common structure emerges: technological conditions create 

vulnerabilities, users and organisations interpret these risks, and trust and perceived 

control influence subsequent responses. Technological risk, risk perception, trust, 

organisational context, and security behaviour can therefore be treated as 

interconnected components of a broader human-centred cybersecurity process. 

3 Research Questions 

Based on the conceptual background and the identified fragmentation between 

technological and human-centred approaches to cybersecurity, the review addresses 

the following research questions: 

RQ1. What human factors are most frequently associated with secure and insecure 

information-security behaviour? 

RQ2. How do risk perception, perceived vulnerability, and trust influence security-

related decision-making and behaviour? 

RQ3. How are technological risks, system failures, and reliability issues connected 

to human responses and security outcomes? 

RQ4. To what extent do common human and organisational mechanisms emerge 

across different technological contexts, including mobile technologies, IoT, BYOD, 

autonomous systems, and critical infrastructures? 
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4 Methodology 

4.1 Review Design 

This study adopts a systematic literature review design to identify and synthesise 

recent research on human factors, information security, and technological risk. The 

review was structured according to the reporting principles of PRISMA 2020 [32]. 

The systematic corpus was restricted to studies published between 2020 and 2026, 

while earlier publications were used only as background references. The final 

literature search was conducted on August 19, 2026; consequently, publications 

from 2026 represent studies available up to the search cut-off date. 

4.2 Search Strategy 

The primary search covered Scopus and Web of Science, complemented by IEEE 

Xplore, ScienceDirect, and SpringerLink. Searches targeted titles, abstracts, and 

keywords using combinations of cybersecurity, technological-risk, and human-

factor terms. The core search string was: 

(“cybersecurity” OR “information security” OR “cyber risk” OR “security risk” OR “technological 

risk”) AND (“human factor*” OR “human behaviour” OR “human behavior” OR “user behaviour” OR 

“user behavior” OR “security behaviour” OR “security behavior” OR “risk perception” OR “perceived 

vulnerability” OR “trust” OR “decision making” OR “decision-making” OR “perceived control”) 

Additional searches targeted the technological contexts represented in the review: 

(“cybersecurity” OR “information security” OR “technological risk”) AND (“BYOD” OR “Internet of 

Things” OR “IoT” OR “mobile device*” OR “smartphone*” OR “autonomous vehicle*” OR 

“automated vehicle*” OR “critical infrastructure*” OR “quantum computing”) 

Search syntax was adapted to individual databases where necessary. 

Additional eligible publications identified through supplementary author- and 

reference-based searches were assessed using the same inclusion and exclusion 

criteria and incorporated into the final corpus. 

4.3 Eligibility and Study Selection 

Studies were eligible if they (1) were published between 2020 and 2026; (2) were 

peer-reviewed journal articles, review articles, or scholarly book 

chapters/proceedings contributions; (3) addressed cybersecurity, information 

security, technological risk, or system reliability; (4) explicitly considered a human 

or organisational dimension, such as behaviour, risk perception, trust, awareness, 

decision-making, compliance, or perceived control; and (5) provided sufficient 
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methodological or conceptual detail for thematic analysis. Publications in English 

and Hungarian were considered. Studies focusing exclusively on technical 

mechanisms, general technology adoption without a meaningful security or risk 

component, non-scholarly material, and duplicate records were excluded. Study 

selection followed four stages consistent with PRISMA 2020: identification, 

screening, eligibility assessment, and inclusion [32]. After duplicate removal, titles 

and abstracts were screened against the eligibility criteria, followed by full-text 

assessment. The final systematic corpus comprised 47 publications. Methodological 

and pre-2020 background sources were not included in the systematic corpus. 

4.4 Data Extraction and Thematic Synthesis 

For each publication, information was extracted on publication year, technological 

or organisational context, research design, principal human or organisational 

constructs, technological-risk dimension, and findings relevant to the research 

questions. The corpus included quantitative and qualitative studies, systematic 

reviews, conceptual contributions, and selected scholarly book chapters and 

conference contributions. 

The studies were compared iteratively and organised into five recurring themes: 

• Human factors and security behaviour  

• Risk perception and security-related decision-making  

• Trust and organisational security  

• Technological risk, system failure, and reliability  

• Critical infrastructures and emerging technologies  

Studies could contribute to more than one theme; the categories were therefore 

treated as interconnected rather than mutually exclusive. The cross-thematic 

synthesis was subsequently used to develop the Integrated Human-Centred 

Cybersecurity Risk Framework presented in the Discussion. 

5 Results and Thematic Synthesis 

The review identified five interconnected domains: (1) human factors and security 

behaviour, (2) risk perception and security-related decision-making, (3) trust and 

organisational security, (4) technological risk, system failure, and reliability, and 

(5) critical infrastructures and emerging technologies. These themes overlap 

substantially, particularly through risk perception, trust, and decision-making, 

which connect technological conditions with behavioural and organisational 

security outcomes. Together, these five themes address the four research questions 

by covering individual and organisational determinants of security behaviour 
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(RQ1), risk perception and trust (RQ2), technological risk and reliability (RQ3), 

and recurring mechanisms across technological contexts (RQ4). 

 
Theme Main constructs Main analytical focus 

Human factors and 

security behaviour 

Awareness, knowledge, human 

error, compliance, self-efficacy, 

motivation 

Determinants of secure 

and insecure behaviour 

Risk perception and 

decision-making 

Perceived vulnerability, severity, 

risk propensity, benefits, coping 

appraisal 

Interpretation of threats 

and behavioural 

responses 

Trust and organisational 

security 

Technological and 

organisational trust, perceived 

control, security culture 

Role of trust and 

organisational context 

Technological risk and 

reliability 

Failure, vulnerability, reliability, 

FMEA, technical risk 

Objective technological 

risk and human response 

Critical infrastructures 

and emerging 

technologies 

IoT, BYOD, autonomous 

systems, critical infrastructure, 

quantum computing, AI 

Human–technology 

interaction in evolving 

environments 

Table 1. 

Thematic structure of the reviewed literature 

5.1 Human Factors and Security Behaviour 

Human factors emerged as a consistent determinant of cybersecurity outcomes. 

Knowledge and personal characteristics are associated with security practices [12], 

while insecure behaviour may result from passive inaction rather than deliberate 

risk-taking [13]. Organisational and information-security cultures further influence 

compliance [8], confirming that security behaviour is embedded within broader 

socio-technical environments [2]–[4]. Motivational mechanisms are similarly 

diverse. Protection motivation interacts with stewardship [33], while intrinsic and 

identity-based motivations [34], as well as prosocial, self-regulatory, and 

deterrence-related mechanisms [16], can also contribute to security behaviour. 

BYOD research reinforces the contextual nature of these relationships: individual 

preferences, organisational policies, compliance requirements, knowledge, and 

everyday working practices jointly shape security behaviour [27], [28], [35], [11]. 

Human factors can therefore represent both sources of vulnerability and 

components of security resilience [9]. The broader ICT environment of SMEs 

further demonstrates that organisational technology use and innovation practices 

form an important contextual layer within which security-related behaviour takes 

place [47]. 
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5.2 Risk Perception and Security-Related Decision-Making 

The reviewed studies distinguish technological vulnerability from its subjective 

interpretation. Perceived vulnerability [14], cognitive and motivational mechanisms 

[15], knowledge [12], and passive-risk tendencies [13] influence whether users 

respond protectively to cybersecurity threats. Password management illustrates this 

relationship particularly clearly. Users balance security requirements against 

perceived risks, benefits, convenience, and cognitive effort [17]. Memory anxiety 

affects password-security decisions [18], adaptive and maladaptive factors 

influence password-manager use [19], and recent findings challenge assumptions 

concerning the memorability costs of unique passwords [20]. Additional password-

security research similarly highlights the continuing importance of user-side 

practices in determining the effectiveness of technical protection [36]. Comparable 

decision processes occur in smartphone and BYOD environments [27], [28], [37]. 

These findings support a central distinction between objective technological risk 

and subjective risk perception: technical vulnerability creates the possibility of 

harm, while subjective appraisal influences whether users adopt, postpone, 

circumvent, or reject protective measures. 

5.3 Trust and Organisational Security 

Trust connects technological conditions with human responses but is not uniformly 

beneficial. At the organisational level, security culture and trust shape employee 

behaviour and relationships among users, technologies, and institutions [8], [24], 

while BYOD governance requires organisations to balance control, autonomy, and 

technological risk [10]. This relationship is particularly visible in autonomous 

systems. Trust and perceived risk influence technology adoption [21]; cybersecurity 

attacks can substantially reduce trust [22]; and cyber readiness and response affect 

trust and blame attribution [23]. Readiness and societal perceptions of autonomous 

vehicles further demonstrate that technological capability alone does not determine 

preparedness or acceptance [38], [39]. Recent human-centred research also 

differentiates driver responses to cyber-attacks in automated vehicles, further 

demonstrating that cybersecurity incidents can produce heterogeneous behavioural 

responses [40]. 

5.4 Technological Risk, System Failure, and Reliability 

Engineering-oriented studies provide an objective-risk perspective by identifying 

technological failures and vulnerabilities. FMEA-based smartphone analysis 

demonstrates how failures can be systematically prioritised [5], while mobile-

device research identifies hardware and software factors affecting reliability [41]. 

Human-centred research complements this perspective by examining whether users 

recognise these risks and respond appropriately. Password security illustrates how 
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technically stronger practices may conflict with cognitive or practical 

considerations [17]–[20], [36], while mobile and BYOD environments require 

security measures to coexist with usability and everyday organisational practices 

[27]–[29]. The same relationship extends to cyber-physical systems. Connected and 

autonomous vehicle research integrates technological, human, and contextual 

cybersecurity dimensions [7], while expert evidence identifies cybersecurity and 

privacy as significant concerns [42]. Thus, technological reliability and human 

behaviour represent complementary dimensions of security risk rather than 

independent problems. Blockchain-based solutions provide a complementary 

technological perspective, illustrating how decentralised and cryptographically 

protected data storage can be incorporated into security-sensitive digital systems 

[48]. 

5.5 Critical Infrastructures and Emerging Technologies 

Critical infrastructures make the interaction between technological and human risk 

particularly consequential. Human factors can contribute to both vulnerability and 

resilience [25], and security-management research demonstrates the importance of 

incorporating users and operators into interconnected critical-infrastructure 

protection [26]. Comparable socio-technical challenges arise in IoT and BYOD 

environments, where interconnectivity and organisational boundaries increase the 

importance of integrated technological, behavioural, and governance approaches 

[3], [29]. Cross-context comparisons between BYOD and autonomous vehicles 

further suggest that similar user-related cybersecurity challenges can recur across 

otherwise distinct technological environments [43]. Autonomous systems similarly 

combine cybersecurity, privacy, trust, readiness, and institutional concerns [7], [21], 

[22], [38], [42], [39], with military applications adding further safety and security 

considerations [44]. Emerging technologies extend these challenges. Quantum 

computing may undermine established encryption mechanisms [30], while AI-

supported environments introduce new requirements for governance and trust 

calibration [31]. Across these contexts, increasing technological complexity 

simultaneously creates new vulnerabilities and greater dependence on systems that 

users and organisations cannot fully evaluate. Blockchain-based applications 

further illustrate how emerging digital architectures can reshape data management, 

verification, and security requirements across organisational environments [49]. 

5.6 Cross-Thematic Synthesis 

Across the five themes, technological conditions, risk perception, trust, perceived 

control, decision-making, and security behaviour emerged as recurrent and 

interconnected dimensions. Individual factors—including knowledge, awareness, 

experience, self-efficacy, motivation, and risk tendencies—shape how threats are 

interpreted [12]–[20], [33], [34], while organisational factors such as security 
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culture, policies, management practices, trust, and governance influence the 

decision environment [8], [10], [24]–[29]. Security outcomes can, in turn, affect 

subsequent perceptions and behaviour. Cybersecurity incidents and technological 

failures may modify risk perception and trust [22], [23], while research on 

behavioural responses to attacks further indicates that these effects need not be 

uniform across users or situations [40]. These cross-thematic relationships provide 

the basis for the Integrated Human-Centred Cybersecurity Risk Framework 

developed in the Discussion. 

6 Discussion 

The findings indicate that cybersecurity cannot be adequately explained from either 

a purely technical or behavioural perspective. Across the reviewed contexts, 

technological conditions acquire behavioural relevance through risk perception, 

trust, perceived control, and decision-making. The main contribution of the 

synthesis is therefore to integrate these mechanisms within a common socio-

technical process. 

6.1 From Technological Risk to Human Behaviour 

Security behaviour reflects a combination of individual and organisational 

mechanisms. Knowledge and personal characteristics influence security practices 

[12], while insecure outcomes may result from passive inaction rather than 

deliberate risk-taking [13]. Motivation [33], [34] and organisational security culture 

[8] further shape behavioural responses. These findings challenge the conventional 

characterisation of users simply as the “weakest link.” Human involvement can 

generate vulnerability but also provide adaptability, threat recognition, judgement, 

and resilience [2], [9]. Security interventions should therefore address not only 

knowledge but also users’ capabilities, motivation, perceived relevance of threats, 

and organisational environment. The findings also reinforce the distinction between 

objective technological risk and subjective risk perception. Technical methods 

identify vulnerabilities and failures [5], [41], whereas behavioural responses depend 

on how these risks are interpreted [14]–[20]. The two dimensions are therefore 

complementary: technological risk defines the underlying conditions, while risk 

perception determines their behavioural relevance. Cybersecurity management 

should consequently seek risk calibration rather than risk maximisation, as both 

underestimation and excessive perceived risk may produce undesirable responses. 
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6.2 Trust and Technological Context 

Trust should similarly be calibrated rather than maximised. Excessive trust can 

encourage inappropriate reliance, while insufficient trust can inhibit or distort 

technology use. Autonomous-system research illustrates this clearly: trust and 

perceived risk affect adoption [21], cybersecurity incidents can produce persistent 

reductions in trust [22], and cyber readiness and response influence both trust and 

blame [23]. Human responses to cyber-attacks may also vary substantially across 

users and situations [40]. Organisational trust extends this mechanism beyond direct 

human–technology interaction [24]. Although these mechanisms recur across 

technological contexts, their consequences vary. Passwords, mobile devices, 

BYOD, IoT, autonomous vehicles, and critical infrastructures differ substantially in 

complexity and potential impact [3], [7], [25], [27], [38], [42]. Cross-context 

comparisons between BYOD and autonomous vehicles nevertheless indicate 

recurring user-related cybersecurity challenges [43]. The evidence therefore 

suggests that risk perception, trust, perceived control, and decision-making may 

represent transferable mechanisms, while the magnitude and consequences of risk 

remain technology-specific. 

6.3 Integrated Human-Centred Cybersecurity Risk 

Framework 

Based on the cross-thematic synthesis, this review proposes an Integrated Human-

Centred Cybersecurity Risk Framework linking technical, cognitive, behavioural, 

and organisational dimensions: Technological and contextual conditions include 

vulnerabilities, reliability, attack exposure, complexity, and the operational 

environment. These conditions are interpreted through threat appraisal and 

subsequently influence trust, perceived control, decision-making, and security 

behaviour, including protective action, circumvention, or inaction [13]. As 

summarised in Figure 1, the process is shaped by cross-cutting individual, 

organisational, and technological factors. It is also recursive rather than strictly 

linear: security incidents, system failures, protective actions, and organisational 

responses can modify subsequent risk perception and trust, creating feedback into 

future decisions and behaviour [22], [23]. The framework represents a conceptual 

synthesis rather than a statistically validated causal model. Its purpose is to integrate 

relationships that are often examined separately and provide a structure for future 

empirical testing. 
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Figure 1. 

Integrated Human-Centred Cybersecurity Risk Framework 

 

6.4 Theoretical and Practical Implications 

The principal theoretical contribution is the integration of technical risk assessment 

with behavioural and organisational explanations of cybersecurity outcomes. This 
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perspective distinguishes objective technological conditions from their subjective 

interpretation while incorporating calibrated trust as a mechanism connecting risk 

appraisal with behaviour. These relationships are particularly relevant in 

autonomous, AI-supported, and critical systems [31]. 

For practice, security management should combine technical controls with 

behavioural and organisational interventions. Awareness and training should be 

complemented by attention to perceived vulnerability, self-efficacy, usability, 

cognitive burden, organisational culture, and the practical costs of compliance. 

BYOD research demonstrates how security measures that conflict with everyday 

practices may encourage circumvention [27]–[29], [35]. Risk communication 

should likewise seek to align perceived and objective risk while providing 

understandable and feasible protective responses. As systems become increasingly 

interconnected and autonomous—including developments associated with quantum 

computing and AI [30], [31]—human-centred risk management should be treated 

as an integral component of cybersecurity strategy. More broadly, differences in 

organisational digital transformation may shape the technological and managerial 

context in which cybersecurity practices and risk-management measures are 

implemented [46]. 

7 Limitations and Future Research 

This review has several limitations. First, the systematic corpus was restricted to 

studies published between 2020 and 2026, with the 2026 coverage limited to 

publications available by the final search date; earlier contributions were used only 

selectively as background literature. Second, the reviewed studies are 

heterogeneous in technological context, research design, theoretical perspective, 

and measurement of constructs such as risk perception, trust, and security 

behaviour. This supports cross-context conceptual synthesis but limits direct 

quantitative comparison and meta-analytic interpretation. Finally, the five thematic 

categories are interconnected rather than mutually exclusive and should therefore 

be interpreted as a synthesis framework rather than a rigid taxonomy. Future 

research should examine objective technological risk and subjective risk perception 

simultaneously, particularly whether discrepancies between them influence security 

behaviour. Longitudinal and experimental studies are also needed to investigate 

how security incidents alter trust and how trust is subsequently restored or 

recalibrated [22], [23]. Comparative research across technological contexts could 

further establish which relationships among risk perception, trust, perceived control, 

and security behaviour are generalisable and which remain technology-specific. 

Finally, the Integrated Human-Centred Cybersecurity Risk Framework proposed 

here requires empirical validation. Future studies could operationalise its 
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components and test their relationships using structural models, experiments, 

longitudinal designs, or mixed-method approaches. 

 

Conclusion 

This systematic literature review synthesised 47 publications from 2020 to 2026 to 

examine the relationship between human factors, information security, and 

technological risk. The findings demonstrate that cybersecurity is inherently socio-

technical: technological vulnerabilities acquire behavioural relevance through risk 

perception, trust, perceived control, decision-making, and organisational 

conditions. A central conclusion is that objective technological risk and subjective 

risk perception should be distinguished but analysed jointly. Technical vulnerability 

alone does not determine security behaviour, while perceived risk depends on how 

technological conditions are interpreted. Similarly, effective cybersecurity requires 

calibrated rather than maximised trust, aligning users’ confidence with actual 

system capabilities, vulnerabilities, and safeguards. Based on these relationships, 

the study proposes an Integrated Human-Centred Cybersecurity Risk Framework 

that integrates technological, cognitive, behavioural, and organisational dimensions 

of cybersecurity within a recursive socio-technical process. The framework 

provides a basis for examining how technological conditions are translated into 

security behaviour and outcomes across different technological contexts. Overall, 

human factors should not be treated merely as vulnerabilities within otherwise 

technical systems. Human judgement, knowledge, adaptation, and organisational 

behaviour are integral components of cybersecurity. As digital systems become 

increasingly interconnected and autonomous, effective security will require the 

integration of technical reliability, human behaviour, calibrated trust, and 

organisational resilience. 
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