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4 How Serverless Computing Redefines Risk 

In traditional computing environments, applications run as long-lived, persistent 

processes that maintain state over time. Security controls for these environments are 

designed to monitor and protect these persistent systems from ongoing threats, 

usually through continuous scanning and endpoint protection. In serverless 

computing, however, the ephemeral function model is a serious threat. These short-

lived, stateless functions are created, executed, and destroyed in rapid succession. 

A typical serverless function may only have a few milliseconds or seconds to live 

before it terminates. Because serverless functions are so short-lived, traditional 

security tools that work based on constant monitoring and inspection of long-lived 

processes are poorly equipped to respond to threats in real-time. An attacker could 

take advantage of a vulnerability in the short lifespan that a function is alive and 

evade traditional security systems that otherwise would be able to detect malicious 

behavior in a static system (Lynn et al., 2017). 

Serverless functions have no lasting states or lengthy-lived data, which complicates 

it to detect an attacker's activity in the system. That means typical detection and 

logging facilities may not know if a serverless function is compromised or 

experiencing an attack. For example, if an attacker can inject dangerous code into a 

running ephemeral function, tracing out such an attack after the function has already 

ended becomes highly unlikely. Stateless ephemeral functions are typically 

stateless, i.e., they do not retain context of previous execution. While this design 

provides flexibility and scalability, it also limits the ability to trace or correlate 

attacks between different instances of a function. Since they do not have a 

"memory" of previous happenings, attackers at times are able to remain unnoticed 

between consecutive function calls. In order to safeguard transitory functions, 

security controls must be fast, agile, and operating within the brief execution 

windows such functions offer. These can include real-time threat analysis, function-

level monitoring, and response capability that prevents security holes from being 

opened in such transient settings. 

Serverless architecture is naturally event-driven, where functions are invoked by 

specific events, such as an HTTP request, a change to a cloud storage bucket, or a 

message in a queue. While this event-driven model introduces flexibility and 

scalability, it introduces new vulnerabilities as well. Since serverless functions  

execute in response to external triggers, attackers can likely utilize these triggers to 

launch attacks. For example, an attacker can form a malicious request or input 

specifically designed to exploit a bug in the code of the called function. Traditional 

security models that rely on continuous, static observation of systems may not take 

into account the dynamic nature of event-driven calls, and thus functions are 

exposed when they are called by malicious or malformed events. 

In a serverless system, multiple events can trigger multiple functions that interact 

with each other. Without isolation, an attacker might exploit the interaction between 
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these functions. For instance, if a function writes data to a database and another 

reads data from the database, a malicious event can taint the data or establish 

unnecessary interactions between these functions. Event-oriented architectures 

make it more difficult to correlate between functions and identify malicious 

behavior. A series of what appears to be innocuous events could be leveraged by an 

attacker so that collectively, they may be damaging. These spread-out attacks then 

move beyond what traditional threat-detection systems, usually pattern-finding in 

nature within a particular universe, are designed to detect. Threat detection in a 

world of events requires sophisticated monitoring software that can watch events in 

real time, correlate them between functions, and recognize any abnormal or 

suspicious activity that deviates from the anticipated patterns of events. 

Serverless computing platforms are designed to dynamically scale based on 

demand, allowing organizations to easily add or delete function instances based on 

traffic surges or declines. While this dynamic scaling capability is one of the most 

important benefits of serverless architecture, it also offers some security challenges. 

Because serverless functions automatically scale up and down based on event load, 

they can inadvertently bring new areas of attack surface. For instance, during traffic 

spikes, an increased number of serverless functions may lead to an increased 

number of entry points that attackers can take advantage of. Traditional security 

controls, such as firewalls or intrusion detection systems, may struggle to keep up 

with severely fluctuating environments and variable resources. 

Demand-driven automated scaling can also lead to resource misuse. When an 

attacker sends a lot of requests, it may trigger the scaling activity, which may deluge 

the system and even lead to service downtime (denial of service). The scaling may 

also reveal public unnecessary or incorrectly configured services, which become 

possible points of entry for attackers. Classical security models rely on pre-set 

settings, static network addresses, and deterministic workloads. Dynamic scaling 

serverless environments, by contrast, create a context in which resources are 

constantly changing in amount, location, and configuration. It is difficult to enforce 

uniform security policies upon a changing environment. 

To counter dynamic scaling risks, companies must deploy scalable, adaptable, and 

dynamic security controls alongside the application. Such controls could be real-

time traffic monitoring, dynamic scaling triggers that are set through automation, 

and fine-grained security policy which can be adapted dynamically whenever the 

system is scaling. In a serverless environment, the shared responsibility model 

divides security duties between the customer and the cloud provider. While cloud 

providers manage the underlying infrastructure, such as the servers, networking, 

The security of the infrastructure is guaranteed by the cloud provider, including the 

servers, the data centers, and the serverless platform. The providers often include 

robust security controls, including encryption, IAM (Identity and Access 

Management), and access control, to allow customers to secure their functions and 

data. However, the security controls are contingent upon the customer's 

configurations and practices used for them to function. 
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