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The two concepts share a focus on the sustainable and efficient use of resources that 

produce the least amount of waste. These ideas are entirely consistent with the 

Sustainable Development Goals, which aim to balance countries' social, economic, 

and environmental progress and ensure that by 2030, all people live in peace and 

prosperity [3]. 

According to [4], bioeconomy businesses can considerably boost their 

competitiveness by incorporating innovative technologies and digitalization into 

their operations. The implementation of more efficient digital systems and other 

innovative technology shortens operational time, enhances product quality, attracts 

more customers, and expands into new markets faster. 

Digitalization is closely related to the notions of industrial economic sectors, 

particularly the new industrial models known as Industry 4.0 and 5.0 because it 

reflects a considerable change in manufacturing and production processes caused 

by the integration of digital technologies[5]. In that regard, digitalization, 

globalization, and sustainability are three critical growth avenues for businesses 

today. Digitization can speed up data management, knowledge generation, and 

innovation processes, allowing for a more efficient and sustainable transition to 

production [6].  

CBE represents a transformative sector that relies its efficiency and productivity on 

digitalization and interconnectedness. However, it introduces significant cyber risks 

and vulnerabilities to critical infrastructure, including bio-refineries, smart 

agriculture, and supply chain managing systems. Also, cybersecurity involving 

CBE is a pressing issue that lacks specific frameworks. The interconnectedness 

within CBE systems stimulates innovation and sustainability but expands the attack 

surface for malicious actors, potentially leading to disruptions in production, data 

breaches, and economic losses. 

This review article delves into the relationship between cybersecurity policy and 

sustainable CBE, focusing on the evolving threat landscape, international 

cybersecurity frameworks tailored to CBE, and best practices. This paper will add 

to the discussion of secure digital transformation in sustainability-driven 

economies, assisting researchers in creating strong cybersecurity measures for a 

resilient circular bioeconomy. 

2 Overview  

2.1 Circular Bioeconomy and Its Digital Transformation 

According to [7], the circular economy is based on five guiding principles: a) 

regeneration of ecosystems; b) minimization of waste and avoiding non-essential 
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products; c) prioritizing biomass flows for basic human needs; d) using and 

recycling ecosystem by-products; and finally, e) using renewable energies while 

minimizing total energy use. 

The circular bioeconomy requires an integrative perspective, as biomass is 

produced and used by many economic sectors, such as agriculture, manufacturing 

industries, energy, and pharmaceuticals. 

Digital transformation in industrial sectors is an essential enabler of the circular 

economy because it allows for the collection and analysis of data related to assets 

and processes, which improves decision-making and optimizes processes by 

generating more significant flows of data and digital information [8]. Furthermore, 

it allows for the analysis of vast amounts of data on resource consumption, product 

performance, and waste generation, making it easier for businesses to identify 

possibilities to cut and reuse resources [9]. 

McKinsey and HBR conducted research to assess digital maturity in 22 industries, 

focusing on criteria such as digital spending, business processes, work digitization, 

digital asset stock, transactions, etc. As a result, information technology tops all 

industries, followed by media, banking and insurance, and professional services. 

These four industries have created a digital enablement culture that encourages end-

user acceptance and usage, broadens their offers, enables self-service, and more. 

According to the survey, the public and government, healthcare, hotel, construction, 

and agriculture sectors are the top five laggards in terms of digital adoption 

initiatives and programs. The gap in digitization in healthcare and agriculture is due 

to the highly regulated nature of both sectors [10]. Agriculture and hunting, 

according to the same survey, have the lowest digitization scores across all 

categories and criteria (Figure 1). Over the last two decades, automatic guidance 

has been used on more than half of the land planted by maize, cotton, rice, sorghum, 

soybean, and winter wheat. By 2024, 85% of US farmers will have used at least one 

precision farming technique, such as GPS or remote sensing(Olmstead, 2024). 
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Figure 1.  

Digital Transformation of the US Agriculture Sector[10] 

According to the same research, digital transformation refers to how technology is 

altering the way manufacturing organizations function by automating 

administrative operations, providing better customer experiences, and increasing 

overall productivity. Manufacturing digitization encompasses RPA, 3D printing, 

knowledge work automation, predictive analytics for forecasting, mobile apps for 

frontline staff management, ERPs, RFID tracking, and more. Figure 2 illustrates the 

average digital adoption rate, calculated based on a digitization score of 3.75. 

According to Foundry's Digital Business Study, 89% of all manufacturing 

organizations have embraced a digital-first business model or plan to pursue digital 

transformation activities in the near future [10]. 

 

Figure 2.  

Digital Transformation of the US Manufacturing Sector[10] 
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For example, in the agri-food sector, digitization can improve operations without 

requiring additional infrastructure, thanks to automated production and smart 

manufacturing technologies that enhance production efficiency and reduce resource 

consumption. One such current digital technology that permits remote device 

connectivity in agriculture has resulted in smart agriculture and precision farming, 

which are replacing conventional practices and promoting sustainable development 

[11]. The findings of the study of [12] in industrial organizations revealed that larger 

companies and those with a higher level of product innovation are more likely to 

achieve higher degrees of digital transformation. The research showed that digital 

transformation presents challenges for small and medium-sized businesses. 

2.2 Digitalization in the Bioeconomy 

Digitalization as a process is closely related to the notions of Industry 4.0 and 5.0 

since it signifies a dramatic shift in manufacturing and production processes brought 

about by the integration of digital technologies. According to various studies, 

advanced digital technologies, such as digital applications, geospatial technologies, 

immersive environments, open and crowd-based platforms, proximity, blockchain, 

AI, Internet of Things (IoT), informatics, robotics, and 3D printing, among others, 

support the sustainable optimization process known as "sustainable business 

practices" in certain industries [13]. For instance, digital technologies make it easier 

to monitor environmental footprints, offering measurable data for sustainability 

indicators and encouraging innovation in product development and supply chain 

management [14]. 

The study by [15] determines which technologies are most extensively employed in 

industrial systems to fulfill particular SDGs. AI and geospatial technologies, for 

example, can be easily adapted to different business functions and processes to 

improve sustainable development; geospatial technology, in particular, collects 

critical environmental data for decision-making on energy resource management, 

climate change, and air and water quality. In addition, GPS can assist decision-

makers in making better traffic management decisions and improving precision 

agriculture. 

Regarding blockchain, although it is a relatively new (2008) technology, its 

implementation is spreading in production systems [13]The blockchain can help 

with transparency, traceability, and efficient resource management by improving 

corporate social responsibility and ensuring transparency and fairness in contract 

and payroll management, as well as tracing product life cycles, improving supply 

chain transparency, and encouraging responsible consumption. It can also monitor 

greenhouse gas emissions, encouraging the transition to a low-carbon economy[16]. 
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3 Cybersecurity Threat Landscape in the Circular 

Bioeconomy 

The digitalization of biological processes and the interconnected systems within the 

circular bioeconomy network increases the attack surface and creates new 

vulnerabilities. Hence, integrating cybersecurity and biosecurity is primordial to 

protect sensitive data, strengthen sustainability efforts, and develop effective 

cybersecurity measures[21]. The following sections describe some of the principal 

threat vectors in CBE 

3.1 Industrial Vulnerabilities 

Industries within CBE, such as biomanufacturing and bioprocessing, depend on 

automation, IoT, AI, and cloud computing for production processes, which increase 

the number of cyber threats. Inadequate segmentation between IT and operational 

technology (OT) networks can allow attackers to infiltrate OT critical systems.  

Moreover, the OT environment was isolated from IT networks, but using real-time 

data sensors to increase efficiency and connectivity gives cyber criminals access to 

OT environments that are not appropriately secured. As a result, IoT sensors and 

devices bring vulnerabilities to smart biomanufacturing. They possess weak 

encryption and default passwords, which give hackers easy access to exploit these 

connections[22], [23].  

Additionally, AI-driven bioprocesses are vulnerable to AI training data poisoning, 

which can contaminate and affect production[24]. OT systems, such as Industrial 

Control Systems (ICS) and Supervisory Control and Data Acquisition (SCADA) 

systems, are widely used in bioprocessing plants. Using legacy software and 

hardware with known security flaws, remote ICS access, ICS-targeted malware, and 

zero-day vulnerabilities constitute major threats to the systems[25], [26]. Also, 

denial-of-service attacks and rogue firmware updates on bioreactors controlled by 

PLCs can disrupt the systems, causing product contamination and financial 

losses[27].  

3.2 Supply Chain Vulnerabilities 

CBE depends on global supply chains comprised of different stakeholders in 

processes such as raw material sourcing, manufacturing, distribution, logistics, and 

waste management, which adds entry points for cyberattacks. Malicious actors can 

infiltrate at any stage of the supply chain, disrupting the operations[28]. 

Additionally, the dependence of third-party vendors on software, hardware, data 

storage and processing, logistics, and transportation constitute critical 

vulnerabilities that create backdoors for cyber criminals[29].  
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Blockchain and Enterprise Resource Planning (ERP) are used for raw material 

traceability and logistics management. Blockchain records and data manipulation 

attacks can introduce contaminated or counterfeit materials into production 

processes. Thus, it can compromise the supply chain's traceability and reliability, 

affecting the quality of the products and customer trust[30].  

3.3 Data Vulnerabilities 

Bioeconomy industries collect,  process, manage, and store highly sensitive data 

such as biological, proprietary bioprocesses, protocols, intellectual property (IP) 

related to clinical trials, pharmaceutical development, and bioengineering, which 

are high-value targets for attackers[31], [32]. IP theft and misuse of bioinformatics 

data can lead to bioweapon production and manipulation of critical biological 

systems, which pose significant security threats. Moreover, data breaches within 

circular systems are a rising issue involving privacy, ethical usage, and regulatory 

non-compliance, which can lead to legal consequences and financial penalties.   

3.4 Ransomware and Cyber Espionage 

Ransomware is an evolving threat across CBE. Food and agricultural sectors are the 

most vulnerable to these attacks, which leads to a cascading effect that impacts time-

sensitive operations such as planting and harvesting, which can cause food 

shortages and economic losses [33]. Bio-based manufacturing, primarily 

pharmaceuticals, is a critical target affecting healthcare industries. These attacks 

alter control systems in biorefineries, waste management, and renewable energy 

infrastructures, compromising environmental safety [34], [35]. 

The development and innovation of sustainable technologies are the basis of CBE. 

Hence, IP theft and marketing intelligence regarding novel biomanufacturing 

processes, renewable energy techniques, sustainable agriculture, and strategic plans 

constitute valuable assets for technological and economic advantage. Cyber 

espionage involves different actors such as competitor companies, nations with 

strategic interests in bio economies, and industrial espionage groups. It significantly 

impacts innovative initiatives within organizations, giving an unfair advantage to 

competitors and hindering growth and sustainable practices[36]. 
















