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Abstract: This study explores the impact of cybersecurity on digital payments, specifically 

examining how cyberattacks affect these systems.  Using a case study approach and 

analyzing existing cybersecurity reports and academic research, the study reveals that while 

platforms like Alibaba and Revolut employ robust security measures like encryption and 

access control, they still struggle to effectively counter cyber threats. The research highlights 

the crucial role of both technological solutions and ongoing user education in strengthening 

digital payment security. These findings offer insights into digital payment platforms seeking 

to improve their cybersecurity strategies and user engagement to ensure transaction security 

and reliability. However, the reliance on publicly available data and literature may limit the 

study's scope, as it may not capture the full range of unpublished cybersecurity challenges 

faced by these platforms. 
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1 Introduction 

Digital payments have become a crucial component of international economic 

activity in the current era of fast digitalization, considerably improving people's 

daily lives. The trend toward digitalization and the usage of the internet has resulted 

in significant changes to how the global economy runs. The introduction of a diverse 

set of financial technology (FinTech) applications allows users to go beyond the 

traditional cash-based payment method [1]. Digital payments are becoming 

increasingly common in people's daily lives. These rapid advancements in the 

financial sector resulted in the invention of numerous digital payment systems, 
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which enable payers and payees to send and receive money using digital apps. Thus, 

the payment system is rapidly transitioning from coin-based and paper-based money 

to digital forms of payments that are convenient, quick, and cost-effective [2]. 

However, worries about this payment method's security are growing along with its 

popularity. Cyber attackers constantly search for ways to breach the security 

defenses of digital payment systems in order to obtain, alter, or even destroy crucial 

data, posing a serious threat to personal privacy and property security. These tactics 

include malware, ransomware, phishing attacks, and more sophisticated persistent 

threats [3] These security risks can jeopardize the stability of the world economy in 

addition to undermining users' confidence in digital payment systems.  

The majority of cyber-attacks are automated and aim to exploit common faults 

rather than specific websites or enterprises. It is a fallacy to assume that cyber 

attackers do not care about you. Every person who uses the internet needs cyber 

security. Ensuring secure payment is a crucial part of cyber security for any firm 

that accepts electronic payments or transactions [4]. 

Digital payments utilize a network of interconnected systems that ensure that 

transactions are executed swiftly. Cybersecurity is the core magnet holding all these 

systems together and ensuring that all these systems perform their duties without 

harm or malfunction. Figure 1 depicts how cyber security acts as the centerpiece 

connecting all the techniques used in the protection of digital payments. 

 

Figure 1.  

A schematic diagram of the techniques employed by cyber security as protective tools to curb the surge 

of internal and external cybercrimes [5] 
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In summary, this research intends to improve user trust, protect the stability of the 

payment system, and support the robust growth of the digital economy by 

thoroughly examining cybersecurity events and their effects on digital payments. 

To conclude, it will offer actionable security strategy recommendations for digital 

payment which focus on Alibaba platforms. 

This paper explores cybersecurity challenges in digital payments, focusing on the 

security measures of Alibaba and Revolut. First, the introduction section outlines 

the security threats facing digital payments and the research objectives; the literature 

review reviews the main types of cyberattacks and the strategies to counter them; 

the methodology describes the quantitative research methodology used and the data 

sources; the results section demonstrates the specific security measures of Alibaba 

and Revolut in terms of encryption, access control, and so on, and compares the 

security of the two; and the discussion analyses these measures and their impact on 

user trust; finally, the conclusion summarizes the findings, points out the limitations 

of the study and suggests directions for future research. 

2 Literature Review 

Previous research has revealed a broad understanding of cybersecurity challenges 

in the digital age, highlighting the escalation of sophisticated cyber threats such as 

malware, ransomware, phishing attacks, and advanced persistent threats (APTs) [8], 

[9]. The integration of AI and ML technologies is considered a revolutionary 

approach to combating these threats, enhancing anomaly detection, threat 

intelligence, predictive analytics, and behavioral analysis [10], [11]. 

Verma [12] highlights the accelerating pace of digital transformation, emphasizing 

that it brings with it both unparalleled efficiencies and extensive cybersecurity 

challenges. The digital age brings with it complex issues such as data breaches, 

ransomware and IoT vulnerabilities that need to be examined with vigilance [4]. 

Maurer & Nelson [13] noted that financial institutions play a key role in the 

economy, providing loans, savings, deposits, and ensuring that payments and 

settlements are conducted efficiently. Because of their critical role in the economy, 

these institutions face a significant risk from cyberattacks that could have a 

profound impact on the global economy.  

While the convenience of digital payment systems is attracting more and more 

users, the corresponding lack of digital regulation and the absence of effective 

complaints and remedies have become a major pain point. This situation has 

emboldened cyber attackers, leading to more frequent security threats and financial 

losses for users [12]. 



 21 

The literature review highlights the dynamic and complex nature of cyber threats 

and the need for advanced and flexible defense mechanisms. Several studies have 

emphasized the critical role of artificial intelligence and machine learning in 

enhancing cybersecurity measures, and provided innovative strategies for threat 

detection, prediction, and incident response [8], [11], [12], [14], [15], [16] 

The economy is moving toward digital transformation due to digital and business 

activities, and as technology advances, so do cyber threats and fraud. To achieve 

long-term revenue and cost optimization, some departments are able to optimize 

business operations independently thanks to big data, cloud computing, 3D printing, 

and cyber security [17]. Cyber threats escalated in the wake of COVID-19, 

highlighting the growing complexity and frequency of cybersecurity by discussing 

various attack channels such as social engineering and ransomware attacks [18] [19] 

alluded in the research, and elaborates on the security concerns of digital payment 

systems by highlighting consumer privacy and cybersecurity risks.  

Gitau [20] hypothesized a significant relationship between cybersecurity awareness 

and e-market adoption, arguing that the higher the awareness, the higher the 

adoption rate. Trust in cybersecurity mechanisms is also expected to have a positive 

impact on adoption rates, as trust alleviates the fear of financial or data loss. The 

rapid growth in the field of digital payments can be traced back to a variety of 

factors, including the lack of user awareness of digital payment technologies and 

the inadequacy of digital payment infrastructure [12]. 

This viewpoint raises an important hypothesis that by gaining a deeper 

understanding of the specific causes of cyber-attacks during digital payments, the 

threats faced, and the possible strategies to address them, we can effectively 

improve our ability to prevent such cyber-attacks. The increase in cyber threats to 

financial institutions is being targeted by hackers both because of their increased 

digitization and their importance to the economy. The study argues that distributed 

ledger technology (DLT) can effectively defend against cyber-attacks because of its 

security. Maintaining global financial security requires governments, technology, 

and the financial sector to work together to develop a comprehensive strategy 

focused on developing effective measures to prevent, respond to, and mitigate cyber 

attacks [18]. While the consensus of these studies highlights the benefits of AI and 

machine learning in cybersecurity, they also note the challenges and ethical 

considerations of algorithmic bias, data privacy, and the adaptability of AI models 

to evolving threats. A limitation that recurs in these studies is that the rapid 

evolution of cyberthreats outpaces current defenses. The ethical implications and 

potential biases in AI-driven cybersecurity solutions also pose significant 

challenges that require a careful and ethical approach to technology implementation 
[11], [21] 
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baseband security, the company combines IoT virtualization technology to enhance 

the security performance of devices [32]. 

For vulnerability mining technology, Alibaba adopts two main approaches: first, 

through in-depth dynamic and static analysis, recording and analyzing program 

running state and behavioral data, assisting security personnel to quickly understand 

the program's potential attack paths; and second, implementing large-scale 

vulnerability mining, which combines expert experience with scaled and data-

driven analysis to improve the efficiency and vulnerability discovery ability of 

security experts when faced with a large number of analytical objects. The ability 

of the security experts to find vulnerabilities. In the future direction of cooperation, 

the company is particularly looking forward to further research and develop in the 

automated verification of vulnerabilities and the application of machine learning in 

vulnerability mining scenarios, in order to continue to enhance the cutting-edge and 

effectiveness of application security technology [33]. 

4.2.2 Disaster recovery 

First, the appropriate device is selected for operation through a well-defined 

workflow. Next, a new cloud provider is added and the necessary storage space 

information is obtained, a process that requires proper entry of authentication 

information to ensure access. The configuration of storage pools details how to 

select the appropriate RAID (Redundant Array of Independent Disks) level based 

on the storage requirements and name and configure the pools to ensure data 

security and access speed. Also covered is how to optimize the data writing process 

by selecting specific storage policies, such as the choice of write-back and write-

through policies. Finally, a detailed description of how to set up and manage data 

volumes in disaster recovery, including restoring data from a selected Bucket, is 

presented. These steps exemplify the complexity and importance of implementing 

disaster recovery in modern cloud computing environments, providing 

organizations with an effective way to protect critical data and ensure business 

continuity [34]. 

4.2.3 Access control 

Alibaba's access control system employs multi-level and multi-dimensional security 

measures to protect data and resources. This includes physical access control, 

network access control, and application and data level access control. Alibaba 

utilizes the latest technologies and strategies, such as the Least Privilege Principle, 

Role-Based Access Control (RBAC), Multi-Factor Authentication and continuous 

security auditing. These measures help ensure that only authorized users have 

access to sensitive information and critical systems, thereby reducing the risk of 

data leakage or unauthorized access [35]. 
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4.2.4 Encryption 

Alipay's key generation relies on self-developed security technology, which consists 

of two main parts: encryption algorithms and signature algorithms. In terms of 

encryption, Alipay utilizes advanced AES and RSA algorithms to encrypt users' 

payment passwords, ensuring the confidentiality and integrity of password data. For 

signature verification, SHA1 and SHA256 algorithms, which combine timestamp 

and hash value technologies, are used to strengthen the security and reliability of 

authentication [36], [37]. 

Alipay's key management process includes three links: key generation, storage and 

use. In the generation session, keys are generated under strict control through a 

secure certification authority to meet high security standards. In the storage 

segment, the keys are securely stored in a professional data center under the strict 

supervision of professional security managers to prevent any unauthorized access 

or leakage. In the use segment, Alipay closely verifies the payment passwords 

entered by users to ensure the security of each payment behavior [36], [38] 

In addition, Alipay implements multiple security measures, including encrypted 

processing of keys and double authentication technology, as well as backup and 

encrypted processing of data, to protect the security of user data in all aspects. 

Through these comprehensive measures, Alipay has demonstrated a high degree of 

responsibility and technical expertise in protecting user payment security, ensuring 

a safe and secure payment environment [39]. 

4.2.5 Privacy Information Protection 

Alipay's Privacy Policy details how user information is handled, ensuring that 

collection and use are based on the principles of lawfulness, necessity and propriety. 

The policy includes detailed provisions on the collection, use, storage and sharing 

of information, and highlights users' rights to access and manage information, such 

as updating and managing privacy settings and account cancellation. It is 

specifically mentioned that if information needs to be shared with a third party, the 

legality and security measures of the third party will be strictly assessed. In addition, 

for minors' information, Alipay takes additional protection measures and makes it 

clear that users can change the scope of authorization or directly cancel their 

accounts through specific settings to ensure that they can effectively manage their 

personal information [40] 

4.2.6 Network and Operational Issues 

Alibaba's Chief Risk Officer [28] revealed the extensive measures Alibaba has 

taken to secure its vast network, which serves 670 million domestic shoppers and 
















