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Abstract: This study explores the impact of cybersecurity on digital payments, specifically 

examining how cyberattacks affect these systems.  Using a case study approach and 

analyzing existing cybersecurity reports and academic research, the study reveals that while 

platforms like Alibaba and Revolut employ robust security measures like encryption and 

access control, they still struggle to effectively counter cyber threats. The research highlights 

the crucial role of both technological solutions and ongoing user education in strengthening 

digital payment security. These findings offer insights into digital payment platforms seeking 

to improve their cybersecurity strategies and user engagement to ensure transaction security 

and reliability. However, the reliance on publicly available data and literature may limit the 

study's scope, as it may not capture the full range of unpublished cybersecurity challenges 

faced by these platforms. 
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1 Introduction 

Digital payments have become a crucial component of international economic 

activity in the current era of fast digitalization, considerably improving people's 

daily lives. The trend toward digitalization and the usage of the internet has resulted 

in significant changes to how the global economy runs. The introduction of a diverse 

set of financial technology (FinTech) applications allows users to go beyond the 

traditional cash-based payment method [1]. Digital payments are becoming 

increasingly common in people's daily lives. These rapid advancements in the 

financial sector resulted in the invention of numerous digital payment systems, 
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which enable payers and payees to send and receive money using digital apps. Thus, 

the payment system is rapidly transitioning from coin-based and paper-based money 

to digital forms of payments that are convenient, quick, and cost-effective [2]. 

However, worries about this payment method's security are growing along with its 

popularity. Cyber attackers constantly search for ways to breach the security 

defenses of digital payment systems in order to obtain, alter, or even destroy crucial 

data, posing a serious threat to personal privacy and property security. These tactics 

include malware, ransomware, phishing attacks, and more sophisticated persistent 

threats [3] These security risks can jeopardize the stability of the world economy in 

addition to undermining users' confidence in digital payment systems.  

The majority of cyber-attacks are automated and aim to exploit common faults 

rather than specific websites or enterprises. It is a fallacy to assume that cyber 

attackers do not care about you. Every person who uses the internet needs cyber 

security. Ensuring secure payment is a crucial part of cyber security for any firm 

that accepts electronic payments or transactions [4]. 

Digital payments utilize a network of interconnected systems that ensure that 

transactions are executed swiftly. Cybersecurity is the core magnet holding all these 

systems together and ensuring that all these systems perform their duties without 

harm or malfunction. Figure 1 depicts how cyber security acts as the centerpiece 

connecting all the techniques used in the protection of digital payments. 

 

Figure 1.  

A schematic diagram of the techniques employed by cyber security as protective tools to curb the surge 

of internal and external cybercrimes [5] 
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Cybersecurity is used to complete one or more successful transfers and prohibit 

undesired attacks that may or can happen. A few key figures in digital payments, 

their platforms, and the ways in which they have altered the overall landscape of 

retail will be focused on [6]. 

The purpose of this study is to explore the impact of cyber security incidents on the 

security of digital payment systems, user trust and willingness to use, as well as the 

effect of different cyber security measures on enhancing user trust and the stability 

of payment platforms. In order to determine the most effective cybersecurity 

strategies and measures in the current, constantly evolving cyber threat 

environment, the study focuses on analyzing which types of cybersecurity incidents 

have the greatest impact on digital payments and how different cybersecurity 

strategies shape users' trust in digital payment platforms.  

The core research question posed in this study includes aims to understand what 

cybersecurity strategies and measures have been implemented by digital payment 

platforms. It looks at how effective these measures are in mitigating cyber threats 

and also understanding how cybersecurity incidents affected digital payment 

transaction volumes and user behavior. This study proposes the following research 

probe:  

RP: Users with a high level of cybersecurity awareness are more likely to adopt 

digital payment methods, however they are still most likely to be the susceptible 

one to cyber-attacks [7]. 

Some of the most prevalent digital payments that are susceptible to cyber-attacks 

include, but are not limited to: 

• Bank Transfer 

• E-Wallet: Apple Pay 

• Contactless payments: NFC 

• Mobile POS 

• QR codes 

• Biometric authentication: Fingerprint,  

• Wire Transfer 

• P2P 

• Direct Carrier Billing (DCB) 

• Cryptocurrency Payments: Bitcoin 

This study adopts a quantitative research methodology that relies heavily on 

secondary data sources such as publicly released cybersecurity news, reports and 

academic articles for systematic analysis. This approach not only helps to gain a 

deeper understanding of the multidimensional characteristics of the impact of 

cybersecurity incidents on digital payments but also provides a solid theoretical and 

practical foundation for making targeted security enhancement recommendations.  
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In summary, this research intends to improve user trust, protect the stability of the 

payment system, and support the robust growth of the digital economy by 

thoroughly examining cybersecurity events and their effects on digital payments. 

To conclude, it will offer actionable security strategy recommendations for digital 

payment which focus on Alibaba platforms. 

This paper explores cybersecurity challenges in digital payments, focusing on the 

security measures of Alibaba and Revolut. First, the introduction section outlines 

the security threats facing digital payments and the research objectives; the literature 

review reviews the main types of cyberattacks and the strategies to counter them; 

the methodology describes the quantitative research methodology used and the data 

sources; the results section demonstrates the specific security measures of Alibaba 

and Revolut in terms of encryption, access control, and so on, and compares the 

security of the two; and the discussion analyses these measures and their impact on 

user trust; finally, the conclusion summarizes the findings, points out the limitations 

of the study and suggests directions for future research. 

2 Literature Review 

Previous research has revealed a broad understanding of cybersecurity challenges 

in the digital age, highlighting the escalation of sophisticated cyber threats such as 

malware, ransomware, phishing attacks, and advanced persistent threats (APTs) [8], 

[9]. The integration of AI and ML technologies is considered a revolutionary 

approach to combating these threats, enhancing anomaly detection, threat 

intelligence, predictive analytics, and behavioral analysis [10], [11]. 

Verma [12] highlights the accelerating pace of digital transformation, emphasizing 

that it brings with it both unparalleled efficiencies and extensive cybersecurity 

challenges. The digital age brings with it complex issues such as data breaches, 

ransomware and IoT vulnerabilities that need to be examined with vigilance [4]. 

Maurer & Nelson [13] noted that financial institutions play a key role in the 

economy, providing loans, savings, deposits, and ensuring that payments and 

settlements are conducted efficiently. Because of their critical role in the economy, 

these institutions face a significant risk from cyberattacks that could have a 

profound impact on the global economy.  

While the convenience of digital payment systems is attracting more and more 

users, the corresponding lack of digital regulation and the absence of effective 

complaints and remedies have become a major pain point. This situation has 

emboldened cyber attackers, leading to more frequent security threats and financial 

losses for users [12]. 
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The literature review highlights the dynamic and complex nature of cyber threats 

and the need for advanced and flexible defense mechanisms. Several studies have 

emphasized the critical role of artificial intelligence and machine learning in 

enhancing cybersecurity measures, and provided innovative strategies for threat 

detection, prediction, and incident response [8], [11], [12], [14], [15], [16] 

The economy is moving toward digital transformation due to digital and business 

activities, and as technology advances, so do cyber threats and fraud. To achieve 

long-term revenue and cost optimization, some departments are able to optimize 

business operations independently thanks to big data, cloud computing, 3D printing, 

and cyber security [17]. Cyber threats escalated in the wake of COVID-19, 

highlighting the growing complexity and frequency of cybersecurity by discussing 

various attack channels such as social engineering and ransomware attacks [18] [19] 

alluded in the research, and elaborates on the security concerns of digital payment 

systems by highlighting consumer privacy and cybersecurity risks.  

Gitau [20] hypothesized a significant relationship between cybersecurity awareness 

and e-market adoption, arguing that the higher the awareness, the higher the 

adoption rate. Trust in cybersecurity mechanisms is also expected to have a positive 

impact on adoption rates, as trust alleviates the fear of financial or data loss. The 

rapid growth in the field of digital payments can be traced back to a variety of 

factors, including the lack of user awareness of digital payment technologies and 

the inadequacy of digital payment infrastructure [12]. 

This viewpoint raises an important hypothesis that by gaining a deeper 

understanding of the specific causes of cyber-attacks during digital payments, the 

threats faced, and the possible strategies to address them, we can effectively 

improve our ability to prevent such cyber-attacks. The increase in cyber threats to 

financial institutions is being targeted by hackers both because of their increased 

digitization and their importance to the economy. The study argues that distributed 

ledger technology (DLT) can effectively defend against cyber-attacks because of its 

security. Maintaining global financial security requires governments, technology, 

and the financial sector to work together to develop a comprehensive strategy 

focused on developing effective measures to prevent, respond to, and mitigate cyber 

attacks [18]. While the consensus of these studies highlights the benefits of AI and 

machine learning in cybersecurity, they also note the challenges and ethical 

considerations of algorithmic bias, data privacy, and the adaptability of AI models 

to evolving threats. A limitation that recurs in these studies is that the rapid 

evolution of cyberthreats outpaces current defenses. The ethical implications and 

potential biases in AI-driven cybersecurity solutions also pose significant 

challenges that require a careful and ethical approach to technology implementation 
[11], [21] 
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3 Research Design and Research Methodology 

This study aims to explore in depth the connectivity of cyber-attacks and their 

impact on digital payment systems, with a particular focus on how these attacks 

evolve into different types of threats. By analyzing emerging threats, technological 

advances, and user behavior in the digital attack environment, this study will 

identify potential vulnerabilities in digital systems and explore how financial 

institutions can enhance their resilience and security against attacks by 

implementing effective mitigation strategies.  

The study employs an Okoli and Schabram inspired 8-step guideline for conducting 

a schematic review of information from secondary research into interpretable 

review that researchers could use (Figure 2). 

Figure 2.  

Schematic 8-Step Review Process for analyzing secondary data [22], [23] 

Figure 2 presents a schematic 8-step review process for analyzing secondary data. 

The process is divided into four major phases: Planning, Selection, Extraction, and 

Execution. The process is explicit, comprehensive, and reproducible, ensuring a 

transparent and systematic approach to secondary data analysis. 

Step 1: Purpose – The goal of this study was to combine available empirical 

knowledge about the rise of cyber security in digital payments with a zoom in on 

Alibaba’s web platform. 

Step 2: Protocol – Predefined eligibility criteria were established prior to the initial 

'search procedure' (step 3). The protocol comprises of 'inclusion and exclusion' 

criteria. The articles that meet the delimitation criteria are to be included for the 
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review (e.g., articles written in English, published journal articles and conference 

proceedings), while articles written in languages other than English, research in 

progress, or 'articles in press' are to be excluded based on the criteria set. 

The study solely contains empirical studies, thus conceptual papers like literature 

reviews and book chapters will be eliminated. However, the insights gained from 

these papers are included in the study's theoretical framework. 

Step 3: Literature Search – This phase depicts the search method and first selection 

of papers, including the keywords and databases utilized, the delimitation criteria 

specified above, and the number of articles discovered throughout the search 

process. The major database searched was 'Scopus' using the required keywords, 

download bibliographic data and author data from Scopus to be able to run analytics 

on Alibaba's critical cybersecurity issues. In the line diagram of the VOSviewer, the 

main Alibaba network safety is based around ‘network security, ‘cloud computing’, 

‘security systems information management’, ‘virtual machine’, ‘electronic 

commerce’ as the main important words to analyze. Only peer-reviewed scholarly 

articles from journals and conferences were considered, as specified in step 2 

(protocol), with no date constraints. The search was not limited by date because, 

while the field of study is expanding and digital payment systems are fast evolving 

to meet new difficulties, there is a scarcity of relevant empirical studies on this 

overall topic. 

Step 4: Practical Screen – After the practical from Scopus download everything 

together with bibliographic data and author data to be able to run an analysis by 

country. 

Step 5: Quality Screen – The suitable articles chosen in the previous step were then 

vetted for quality by carefully reading the whole text of each item. Because only 

empirical papers were included in this study to assure the quality of the review, the 

quality screening focused on the methodological validity and reliability of the 

findings. 

Step 6: Data Extraction – having completed the quality screening, data was 

extracted to specifically address the first research question. This then allowed for 

the second question to be answered. 

Step 7: Data Synthesis – In this section, the extracted data is arranged and analyzed 

to compare Alibaba in an organized fashion to assist in defining the broad topic of 

the effects of cyber security in digital payments.  

Step 8: Writing the Review – The last seven steps clearly document the review 

technique for easy replication. The authors cooperatively refined the report, 
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focusing on concise, clear descriptions to enhance readability and distribution 

potential. 

Moreover, the present study is designed to be replicable. The data and research 

models are clearly presented so that other researchers can understand and replicate 

these methods and results. This contributes to the ongoing dialogue and 

development within the cybersecurity community regarding digital payments in 

VOSviewer. 

4 Results 

In the digital era, cybersecurity has become a key component of technological 

innovation. This research explores the performance of Alibaba and e-payment 

applications such as Revolut in some different areas through a comparative analysis 

in application security; disaster recovery; end-user education; assess control and 

network operation. This comparison aims to reveal the differences in strategy and 

effectiveness of different platforms in handing security challenges that provide 

insights into cybersecurity practices. 

4.1 Alibaba VOSviewer analysis  

In order to comprehensively analyse the progress of Alibaba's research on 

cybersecurity, relevant literature can be downloaded from the Scopus database.  

Firstly, by filtering keywords such as ‘Alibaba’, ‘cyber security’, ‘cloud computing’ 

and ‘data protection’, we locate specific research papers. and ‘data protection’, etc., 

to locate specific research papers. Then, the results are further refined by using the 

two dimensions of authors and domains of the literature. Through this method, high-

quality literature related to Alibaba cybersecurity can be obtained. Keyword 

network analysis of the downloaded literature can be performed using VOSviewer 

software. This analysis can help reveal the correlations and research trends between 

different research topics. As shown in Figure 3, the network connections between 

keywords and the size of the nodes can visualise which areas are the hotspots of 

research and how different topics are related to each other. For example, it can be 

seen that keywords such as ‘cloud services’, ‘data security’ and ‘machine learning’ 

occupy a central position in the network, indicating that these areas are the current 

research focuses of cybersecurity. In this way, researchers can effectively grasp 

Alibaba's research dynamics and core technologies in the field of cybersecurity, 

providing theoretical support and technical guidance for further research and 

application. 
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Figure 3.  

Cybersecurity links to Alibaba’s web platform, source: VOSviewer by sources from Scopus, 2024 

Figure 3 shows that ‘network security’ is at the center of the knowledge graph and 

is closely linked to a number of technologies and concepts, such as ‘cloud 

computing security’ and ‘block chain’, demonstrating its position at the heart of 

protecting information systems. Cloud services such as ‘Google+’ and ‘Alibaba 

Cloud Platform’ are closely related to cybersecurity, reflecting the importance of 

infrastructure and platform support in modern cybersecurity. In addition, the linkage 

of ‘data security’ with concepts such as ‘data storage’ and ‘privacy’ underscores the 

importance of protecting data in the cyberenvironment, which is not only a technical 

issue, but is also closely related to regulatory compliance and user privacy 

protection [24]. Table 1 lists the most frequent keywords and their link strength. 

Based on the analysis of keyword frequencies from Table 1, the important concerns 

about Alibaba in the field of cybersecurity. These high-frequency terms reflect 

Alibaba's multi-dimensional layout of security technologies and services, especially 

its investment in network cybersecurity, blockchain, cloud services, cryptography, 

digital storage, internet of things, alibaba, cloud security, cloud-computing, 

electronic commerce, cloud platforms and virtual machine. 
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Keyword Occurrences Total link strength 

network security 29 172 

blockchain 19 65 

security 9 45 

cloud service 8 67 

cryptography 8 66 

digital storage 8 41 

Internet of things 8 60 

alibaba 7 18 

Cloud security 7 67 

Cloud-computing 7 51 

Electronic commerce 7 29 

Cloud platforms 6 46 

Virtual machine 6 49 

Table 1. 

Main keywords from VOSviewer 

Firstly, ‘network security’ and ‘security’ show that Alibaba attaches great 

importance to overall network security and is closely linked to cloud computing, 

virtual machines and other related technologies, which lay the foundation for the 

security of the e-commerce platform . In addition, ‘blockchain’, as an emerging 

technology, plays an important role in Alibaba's ecosystem, and the decentralised 

and tamper-proof nature of blockchain effectively improves the security of data 

transmission and storage, especially in the field of digital payment [25]. Secondly, 

the keywords ‘cloud service’, ‘cloud security’ and ‘cloud computing’ show 

Alibaba's security and protection strategy in cloud storage and processing [26]. As 

one of the world's leading cloud computing platforms, Alibaba continues to 

strengthen its security protection mechanisms in the cloud environment. Combined 

with ‘virtual machine’ technology, Alibaba is able to provide users with highly 

isolated computing resources, reducing the risk of cross-tenant attacks . Finally, the 

frequency of ‘e-commerce’ and ‘Alibaba’ suggests that Alibaba has spared no effort 

in securing e-commerce platforms for transaction security and user data protection, 

especially in the application of emerging technologies such as the ‘Internet of 

Things’ and ‘digital storage’, which have further raised security standards within its 

ecosystem [27], [28]. 

Encryption is an integral part of network security, and its connection to 

‘performance’ and ‘digital storage’ illustrates the dual role of encryption in 

performance optimization and security enhancement.’ The connection to 

‘performance’ and ‘digital storage’ illustrates the dual role of encryption in 

optimizing performance and increasing security. The mention of modern 

technologies such as ‘Smart Home’ and ‘Face Recognition’ shows that with 

technological advances, the security of the home and the individual is becoming 

more and more important and raises new issues of privacy and data protection.  
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Major technology companies such as "Alibaba," "Microsoft," and "Google" occupy 

prominent positions in the map, indicating their leadership roles in the global field 

of network security. These companies not only provide technical solutions but also 

play key roles in setting security standards and policies [28], [29], [30], [31]. 

Additionally, the special marking of "China" reflects the country's importance in 

the development of network security technology, policymaking, and market 

development, as well as its significant impact on the global network security 

ecosystem. 

Terms like "phishing" and "domain takeover" in the map represent specific threats 

faced in network security, which require particular techniques and strategies to 

counter. The construction of ‘security systems and the management of ‘security 

risks’ were highlighted as important components of cybersecurity that need to be 

maintained through continuous evaluation and updating. 

The application of ‘deep learning’ and ‘data mining’ technologies in network 

security is mainly reflected in the use of big data analysis to predict and identify 

potential threats. The use of deep learning technology not only improves the 

automation level of threat detection, but also enhances the efficiency of security 

incident processing, reflecting the key role of artificial intelligence technology in 

modern network security. 

4.2 Comparison of applications 

4.2.1 Application security 

Alibaba Group has taken comprehensive measures in maintaining the security of its 

multi-platform applications, which include Linux, MacOS, iOS, Android and 

AliOS. The company has not only developed technologies for code obfuscation, 

anti-reversal and anti-tampering, but has also successfully implemented these 

technologies in critical business activities [26]. For example, during the Double 11 

mega shopping festival, these technologies provided solid security for the 

transaction chain. In addition, in order to deal with online scalping and other 

unlawful behaviors, Alibaba has developed special protection features for 12306 

APP (China Railway Customer Service Platform), which effectively stops illegal 

ticket-snatching behaviors. 

In addition, the company also excels in the field of IoT security. Through in-depth 

research on various types of sensors and IoT systems, including firmware and 

software levels, Alibaba aims to uncover and patch potential security 

vulnerabilities. In particular, in the research of 4G/5G communication protocols and 
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baseband security, the company combines IoT virtualization technology to enhance 

the security performance of devices [32]. 

For vulnerability mining technology, Alibaba adopts two main approaches: first, 

through in-depth dynamic and static analysis, recording and analyzing program 

running state and behavioral data, assisting security personnel to quickly understand 

the program's potential attack paths; and second, implementing large-scale 

vulnerability mining, which combines expert experience with scaled and data-

driven analysis to improve the efficiency and vulnerability discovery ability of 

security experts when faced with a large number of analytical objects. The ability 

of the security experts to find vulnerabilities. In the future direction of cooperation, 

the company is particularly looking forward to further research and develop in the 

automated verification of vulnerabilities and the application of machine learning in 

vulnerability mining scenarios, in order to continue to enhance the cutting-edge and 

effectiveness of application security technology [33]. 

4.2.2 Disaster recovery 

First, the appropriate device is selected for operation through a well-defined 

workflow. Next, a new cloud provider is added and the necessary storage space 

information is obtained, a process that requires proper entry of authentication 

information to ensure access. The configuration of storage pools details how to 

select the appropriate RAID (Redundant Array of Independent Disks) level based 

on the storage requirements and name and configure the pools to ensure data 

security and access speed. Also covered is how to optimize the data writing process 

by selecting specific storage policies, such as the choice of write-back and write-

through policies. Finally, a detailed description of how to set up and manage data 

volumes in disaster recovery, including restoring data from a selected Bucket, is 

presented. These steps exemplify the complexity and importance of implementing 

disaster recovery in modern cloud computing environments, providing 

organizations with an effective way to protect critical data and ensure business 

continuity [34]. 

4.2.3 Access control 

Alibaba's access control system employs multi-level and multi-dimensional security 

measures to protect data and resources. This includes physical access control, 

network access control, and application and data level access control. Alibaba 

utilizes the latest technologies and strategies, such as the Least Privilege Principle, 

Role-Based Access Control (RBAC), Multi-Factor Authentication and continuous 

security auditing. These measures help ensure that only authorized users have 

access to sensitive information and critical systems, thereby reducing the risk of 

data leakage or unauthorized access [35]. 
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4.2.4 Encryption 

Alipay's key generation relies on self-developed security technology, which consists 

of two main parts: encryption algorithms and signature algorithms. In terms of 

encryption, Alipay utilizes advanced AES and RSA algorithms to encrypt users' 

payment passwords, ensuring the confidentiality and integrity of password data. For 

signature verification, SHA1 and SHA256 algorithms, which combine timestamp 

and hash value technologies, are used to strengthen the security and reliability of 

authentication [36], [37]. 

Alipay's key management process includes three links: key generation, storage and 

use. In the generation session, keys are generated under strict control through a 

secure certification authority to meet high security standards. In the storage 

segment, the keys are securely stored in a professional data center under the strict 

supervision of professional security managers to prevent any unauthorized access 

or leakage. In the use segment, Alipay closely verifies the payment passwords 

entered by users to ensure the security of each payment behavior [36], [38] 

In addition, Alipay implements multiple security measures, including encrypted 

processing of keys and double authentication technology, as well as backup and 

encrypted processing of data, to protect the security of user data in all aspects. 

Through these comprehensive measures, Alipay has demonstrated a high degree of 

responsibility and technical expertise in protecting user payment security, ensuring 

a safe and secure payment environment [39]. 

4.2.5 Privacy Information Protection 

Alipay's Privacy Policy details how user information is handled, ensuring that 

collection and use are based on the principles of lawfulness, necessity and propriety. 

The policy includes detailed provisions on the collection, use, storage and sharing 

of information, and highlights users' rights to access and manage information, such 

as updating and managing privacy settings and account cancellation. It is 

specifically mentioned that if information needs to be shared with a third party, the 

legality and security measures of the third party will be strictly assessed. In addition, 

for minors' information, Alipay takes additional protection measures and makes it 

clear that users can change the scope of authorization or directly cancel their 

accounts through specific settings to ensure that they can effectively manage their 

personal information [40] 

4.2.6 Network and Operational Issues 

Alibaba's Chief Risk Officer [28] revealed the extensive measures Alibaba has 

taken to secure its vast network, which serves 670 million domestic shoppers and 
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130 million international customers. Zheng highlighted that Alibaba's systems fend 

off five billion cyberattacks a day, help 40 per cent of China's websites and patch 

8.33 million vulnerabilities throughout the year. The company provides basic 

security defenses for more than one million businesses and handles more than half 

of the country's large-scale DDoS attacks.  

Based on its 20 years of experience, Alibaba has developed a comprehensive ‘end-

to-end network security protection’ system that can withstand terabyte-level attacks, 

with the largest attack being 776.8 GB. In addition, Alibaba ensures content security 

through an algorithmic recognition system that analyses text, images, videos and 

live broadcasts to eliminate harmful online information. information online. The 

‘Technology Brain for Intellectual Property Protection’ has accumulated years of 

experience in developing from combating online infringement to protecting original 

designs [29]. 

5 Research Findings and Discussion 

Fintech businesses are becoming more and more crucial in today's globalized 

economy by providing creative services and solutions to consumers varied financial 

demands. An overview of some of the most well-known fintech platforms and their 

featured services is provided below. These services range from online payments to 

money exchange, international remittances, and more, demonstrating how effective 

technology integration can further optimize and transform the financial services 

experience. 

Both Alibaba and Revolut prioritize strong security to protect their users. Alibaba 

uses advanced encryption methods and a centralized key management system to 

secure transactions across its vast network. On the other hand, Revolut emphasizes 

end-to-end encryption, multi-factor authentication and real-time fraud detection, 

focusing on protecting user accounts and international transactions. 
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Aspect Alibaba Revolut 

Focus 

Online payments; Wealth 

management; Credit; 

Insurance. 

Currency exchange; Online 

payment; International 

transfer; 

Key Security Features 
Advanced encryption; 

Centralized key management. 

End-to-end encryption; single-
use virtual card; real time 

fraud 

Integration 
Shopping payments; public 

service. 
Mobile-first approach; 

innovative financial products 

Technology 

Incorporates advanced 

encryption methods; user- 

centric financial ecosystem. 

Utilizes GPS for transaction 

verification; virtual cards; 

real-time fraud detection. 

Unique Offerings 
Focus on Chinese market; e-

commerce 
Cryptocurrency transactions 

Innovation 

To improve user experience, 
financial services are 

continuously integrated into 

their environment. 

Consistent innovation with 
new financial products and 

data-driven personalized 

services 

Preventing Fraud 
focuses on transaction security 

and encryption 

Sherlock anti-fraud system 
with real-time monitoring; 

alerts based on location and 

transaction behavior 

Table 2. 
Comparison between Alibaba and Revolut 

Alibaba provides a comprehensive suite of financial services, including online 

payment, wealth management, credit services, and insurance [25], [41], [42]. It has 

seamlessly integrated into the daily lives of users, encompassing a wide range of 

activities from shopping payments to public service fee transactions, thereby 

constructing an extensive ecosystem. This strategic incorporation of advanced 

technological solutions not only reinforces Alipay’s position in the financial 

services sector but also contributes to the evolution of a more sophisticated and 

user-centric financial ecosystem [27], [43] 

Revolut delivers an expansive range of financial services, encompassing currency 

exchange, international transfers, debit card provisions, cryptocurrency 

transactions, and stock trading. Through ongoing innovation and the introduction of 

novel financial products, the platform caters to the diversified demands of its users. 

Additionally, Revolut employs sophisticated data analytics and personalized 

services to enhance the user experience and fulfill individualized requirements.  

Revolut's mobile apps offer multiple authentication methods, including password 

protection and fingerprint recognition. These measures effectively prevent 

unauthorized access and ensure the security of user accounts, and Revolut's 

‘Sherlock’ anti-fraud system monitors and detects suspicious activity in real time, 

enabling the security team to respond quickly to potential threats and protect user 

funds. To further enhance the security of online payments, Revolut offers a single-

use virtual card. Users can destroy the card after completing an online transaction, 

avoiding the risk of secondary use of the card number. The Revolut app utilizes 
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GPS technology to track a user's geographic location in order to prevent suspicious 

transactions that are not made at commonly used locations. For example, if a user's 

mobile phone is located in the UK, but their Revolut card is being used in Spain, 

the system may refuse to perform the transaction [44], [45], [45], [46], [47]. 

 

Conclusion 

This study systematically explores the dynamic and multifaceted impact of 

cybersecurity on digital payment systems, revealing vulnerabilities and robust 

defense mechanisms used to mitigate these risks. Through detailed analyses, 

primarily of the Alibaba platform, we identify key security measures such as 

encryption, access control, and disaster recovery as essential to protecting digital 

transactions. However, despite these advances, the ongoing evolution of 

cyberthreats continues to pose significant challenges that require continuous 

adaptation and improvement of security frameworks. 

The main limitation of this study is its reliance on secondary data, which may not 

fully capture the rapidly changing cybersecurity threat and innovation landscape. In 

addition, the focus on specific digital payment platforms may not generalize to the 

wider fintech sector. Future research should aim to combine primary data collection 

and case studies to provide deeper insights into specific cybersecurity challenges 

and solutions. 

Exploring the potential of emerging technologies such as artificial intelligence and 

machine learning for predictive threat detection is a promising direction. Further 

development may involve the creation of real-time security systems that can 

dynamically adapt to new threats as they emerge. Collaboration between financial 

institutions, technology providers and regulators are essential to create a resilient 

digital economy that can withstand the complex cyber threats of the future. 
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